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ABSTRACT

The purpose of this paper is to describe a security schenme for
a speci al - purpose resource-sharing systemfor networked
conputers. The schenme nakes use of cryptographic constructs
cal |l ed coupons, issued by a central authority, and
representing the right to use a certain anount of resources on
a specified machine. The security schene is described in
detail, and an analysis of its security is also given.
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1. 1 NTRODUCTI ON

The purpose of the schene described here is to provide
security for a special-purpose resource allocation schene. W
suppose that, in a network of conputers, two conditions exist:

- spare resources are available, i.e. there exist conputers
on the network which do not use all their available CPU
tinme.

- jobs exist which require nore conputational effort than
can be provided by a single machine in a reasonabl e anount
of tinme.

We then suppose that the owners of the under-used machines are
willing for their unused resources to be utilised by other
users with resource shortages, as long as these other users
are appropriately authorised.

In this paper we describe a schene for providing such

aut horisation information. This systemuses the notion of a
br oker, who keeps details of all machines with spare
resources, and all ocates these resources to other users who
need them This broker nust be trusted by all the entities
Wi thin the network which is serves. W suppose that the
conmputers on the network may be either users or suppliers of
resources (or both). A supplier makes the offer of unused
capacity to the broker. The broker then allocates these
resources to users who request themfromthe broker.

The protocol described bel ow bears sone resenbl ances to the
Ker beros aut hentication protocol described by Steiner et al.,
[11]. However there are a nunber of significant differences.
From a cryptographic point of view the nost significant is
that, unlike Kerberos, the protocol described here is

I ndependent of time-stanps, and hence does not rely on
synchroni sed clocks. In addition, within its designed
application it introduces no additional nessages, and hence
Its overheads on the underlying comunications system are very
| ow.

Page 3



RESOURCE SHARING SECURITY

2. THE PROTOCOL

2.1 Notation and assumptions

The solution described in this paper relies on the use of
conventional (symmetric) cryptography, as typified by the DES
block cipher algorithm, [1], [6]. We assume that each user

and supplier in the network shares a secret key with the

broker, and that this secret key corresponds to an algorithm
capable of being used both for data encryption (for

co nfidentiality) and for computation of Message Authentication
Codes (MACs) for data integrity and authentication. We denote

the key shared by network entity E and the broker by K(E).

Note that different versions of this key should be used for
encryptiona  nd MAC computation; for example, the key could
bit - wise exclusive or - ed with a fixed 'mask’ (not all zeros or
all ones) when used for MAC computation.

We denote by

Ex(I]
the encryption of the data | using key K, and we write
MKII]
for the MAC computed on the data | using the key K. The

difference between these two concepts is that knowledge of

Ek[l] and K enables the recovery of | after the application of

the appropriate decryption function, whereas M K[!l is a short,
fixed length 'checksum' enabling delib erate or accidental
modifications to data to be detected.

An example of a suitable algorithm is provided by the DES (or,

for that matter, any other block cipher algorithm). Data
encryption could be achieved by using DES in the standardised
Cipher Block C  haining (CBC) Mode, [2], [7], [8], and the MAC
computation could again be based on DES in CBC mode; see, for
example, [3], [4], [9].
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2.2 Resource tickets and their managenent

Fundanmental to the operation of the proposed systemis the
list of information on avail abl e resources kept by the broker.
This list consists of a series of tickets, issued by resource
suppliers on the network. Each ticket contains the follow ng
three itens of information: the nane of the supplier, a
supplier serial nunber and a val ue paraneter (giving an

I ndi cation of the anmount of resources being offered). This
val ue paraneter may, for exanple, indicate an upper limt on
CPU tinme, the type of processor involved and/or an upper limt
on avail able RAM the precise use of this paraneter is beyond
the scope of this paper and will, in any case, be very
dependent on the particular inplenentation of this schene.

Each supplier will generate one or nore of these tickets
(possi bl e of varying values) and send themto the broker in
protected form As and when the tickets are eventually used
(as we describe below), and as further unused resources becone
avail abl e, so the supplier generates nore tickets and supplies
themto the broker. Serial nunbers are allocated by the
supplier, and it is inportant that the supplier ensures: (a)
that no two tickets with the sane serial nunber are issued,
and (b) that a record is kept of the serial nunbers of
outstanding (i.e. unused) tickets. This is necessary in order
to prevent re-use of old tickets.

More formally, a ticket issued by supplier S has the form
(S N V)

where N is the serial nunber, Vi is the value and the use of
commas denotes concatenation of data. The three itens of
information within the ticket are precisely the itens of

i nformation stored within the broker. Wen the ticket is
shi pped fromthe supplier to the broker it has the form

(S N Vi, M(sl S N V1)

I.e. a MAC on all the data within the ticket is appended to
the end of the ticket. This MAC is conputed using the key

Page 5



RESOURCE SHARI NG SECURI TY

shared by S and the broker. The use of this MAC enabl es the
broker to check the validity of the ticket.

Bef ore proceedi ng we consider the deletion of stored tickets.
As we described above, lists of tickets will need to be stored
both by ticket suppliers and the broker. The broker deletes a
ticket once it has been allocated to a particular user (as
described in 2.3 below). The ticket supplier deletes a ticket
when a user wi shes to use the resources specified init (see
2.4 below). However, in certain circunstances, neither of

t hese types of event will occur. For exanple, the broker may
never issue a ticket because of a shortage of users, and a
user may not need to use a resource requested froma broker,
and hence the supplier will never get a request for resources
corresponding to one of its stored tickets.

For this reason both the broker and the supplier wll
automatically delete tickets fromtheir stores after a
specified tinme interval (depending on the type of network

i nvol ved). At worst this will have the effect of neaning

t hat, occasionally, nmessages fromusers to suppliers wll be
rej ected because the correspondi ng tickets have expired and
been discarded. To mnimse the probability of this occurring
It is probably wise for the broker to keep tickets for a
shorter tine than the supplier.

In many applications it nmay be desirable for suppliers of
tickets to specify the lifetinme of their tickets. Details of
how this may be achieved with only a small nodification to the
basi c protocol are given in 4.3 bel ow

2.3 Resource requests and coupons

We now consi der how users request resources fromthe broker.
Suppose user U wi shes to nake use of spare resources on the
network. U issues a request to the broker, which contains the
following two itens of information: the nane of the user and
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a value paraneter, V,, giving an indication of the anount of
resources required. As with the value paranmeter in supplier
tickets, the precise nature of the request val ue paraneter is
beyond the scope of this paper. These requests are sent in
protected formas follows:

(U Vi, Myl U V1)

I.e. a MAC on all the data within the request is appended to
the end of the request. This MAC is conputed using the key
shared by U and the broker. The use of this MAC enabl es the
broker to check the validity of the request.

On receipt of a request (given that the MAC check proves it to
be valid) the broker will conmpare it with the outstanding
tickets, and decide which of the tickets are to be all ocated
to the requesting user. This will be done using a process

whi ch m ght take into account the followng: the privileges
of the requesting user, the size of the value in the request
and the nunber and val ues of the outstanding tickets.

For each ticket allocated to the requesting user, a coupon
nmessage i s generated and sent (in protected form to the

requesting user. |If the ticket being allocated to user U has
the form
(S N V)

then the correspondi ng coupon nessage has the form

(S N V%, U M)l SNV, USK]T, Myl SNV, USK] )
( Ex(yl SK1),
( Ek(s)l SK1)

The coupon itself is the first part of the nessage, nanely:
(S N Vi, U Mes)[ SNV, USK], Myl SNV, USK] )

where SK is a session key randomy generated by the broker and
uni que to each coupon. Also sent with the coupon are: a copy
of the session key, SK, encrypted under the secret key shared
by the user and the broker:

( Ex(uyl SK1)
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and a copy of the session key, SK, encrypted under the secret
key shared by the ticket supplier and the broker:

( Ex(gl SKT)

When the broker sends such a coupon, the corresponding ticket
Is deleted fromits |list. For each coupon (and acconpanyi ng
keys) received by the user, the follow ng procedure is
fol | oned:

- the copy of the session key SK encrypted under K(U) is
decrypted and SK i s recovered.

- the appropriate MAC on the coupon is then checked using
K(U) and the recovered val ue of SK

- if the MAC aut henticates the coupon, then the coupon is
stored ready for use, together with two other pieces of
I nformation: the session key for the coupon (SK), and the
session key encrypted under the supplier's secret key (as
provi ded by the broker):

( Ex(g)l SKT).

2.4 Resource supply

When the user receives the coupons fromthe broker, it is then
up to the user to divide the task to be perforned into

sui tabl e pi eces corresponding to the values in the coupons.

W now consi der the process foll owed when a user wi shes to use
a coupon.

The user, U, sends the coupon to the naned supplier, S,
(omtting the MAC conputed using K(U as this is of no use to
S), together with two other pieces of information:

- first, Ualso sends S a copy of the session key for the
coupon encrypted under S's secret key (as provided by the
br oker):

( Ex(g)l SK1).
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- second, U sends all the necessary information about the
task U wshes S to perform (probably including all the

necessary executabl e code) authenticated using SK, i.e. if
the task information is T then U sends S:
(T, Msk[ T] ).

U al so stores information about the particular task T,
together with the values S and N, so that, when the results of
performng T are returned to U by S, they can be matched to T.

When S receives the coupon and the associ ated task
information, S follows the procedure bel ow

the copy of the session key SK encrypted under K(S) is
decrypted and SK i s recovered.

- the MAC on the coupon is checked using K(S) and the
recovered val ue of SK

- the MAC on the task T is checked using SK

- if the MACs authenticate the coupon and the task to be
perfornmed, and the serial nunber N corresponds to an
unr edeened serial nunber stored wwthin S, then the task T
I S execut ed.

- the ticket serial nunmber, N, in this request is deleted
fromthe list of outstanding tickets.

When the given task has term nated, the results of performng
the task are returned to Uin a protected form Mre
specifically, if Rrepresents the results of performng the
task T, then S returns to U the foll ow ng:

(R S N Mk[ R S, NJ] )

where the nane of S and the serial nunber N identify uniquely
to U which task T these results correspond to. This conpletes
the description of the systenmlis operation.
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3. ANALYSI S OF THE PROTOCCL

A system such as the one described in the above section may be
subject to a variety of attacks by unauthorised third parties
W shing to m sappropriate resources. W consider sone of

t hese attacks, and exam ne how the systemresists them

Bef ore proceeding note that the system descri bed does not
attenpt to provide any confidentiality services for the tasks
di stributed around the network. Rather, the schene is
designed to protect suppliers against m sappropriation of
their resources. However, if they were ever required,
confidentiality mechani sms coul d probably be added to the
above protocol w thout too nuch difficulty.

3.1 Replay attacks

Every nessage in the protocol described above involves the use
of authentication checks (MACs) conputed using secret keys.
Therefore, given the MAC algorithmis sound, construction by
unaut hori sed users of conpletely spurious nessages is

I npossi bl e unl ess keys becone conprom sed (we discuss this

| atter possibility in 3.2 below). Thus, apart from key
conprom se, the only possible attacks involve sone form of

repl ay.

We now examine in turn the effects of replaying each type of
message in the system There are essentially five types of
nmessage in the above system tickets sent fromS to the

br oker, requests sent fromU to the broker, coupons sent from
the broker to U, coupons sent fromUto S and results sent
fromS to U

When transmitted fromS to the broker, a ticket has the form

(S N Vi, M(sl S N V1)

and all the data in the ticket is protected by a single MAC
Therefore, in this case the only possibility is to replay the
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nmessage unchanged. |If such a replay occurs, all that wll
happen is that the broker will store a duplicate ticket, and
possi bly issue a duplicate coupon to an unsuspecting user. |If

this does occur the only harnful end result is that one of the
two recipients of the duplicated coupon wll have their
request refused by the supplier because the ticket has already
been used. This is a mnor problemand does not breach the
security of the system

When transmtted fromU to the broker, a request has the form

(U Vi, Myl U V1)

and all the data in the request is protected by a single MAC
Therefore, as before, the only possibility is to replay the
message unchanged. The end result will be that Uwll be

gi ven coupons for which U has no real use, and perhaps sone of
t hese coupons will be wasted. A persistent attacker of the
system coul d repeatedly do this, with the aimof diverting al

t he coupons to one user and thereby preventing their

al l ocation to genuine users. The obvious way to alleviate the
effects of such an attack is to restrict the percentage of
coupons which may be allocated to any one user. However, the
main thing to note is that this attack would not conprom se
the basic integrity of the system since no resources wuld be
al l ocated to unauthorised users. It has to be recognised that
"deni al of service' attacks can always be | aunched agai nst
such systens, in the extrenme sinply by disrupting the
communi cati ons between end users of the network.

When transmtted fromthe broker to U a coupon nessage has
the form

(S N Vi, U MWes)[ SNV, USKT], Myl SNV, USK] )
( Ex(uyl SK1),
( Ek(s)l SK1)
Thi s message has three distinct parts; however all three parts
are 'bound together' by the value of SK, which is unique to
this particular coupon. Therefore, the only possibility is to
replay the nessage unchanged. The end result of such a replay
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will be that U ends up with two copies of the sanme coupon; if
Utries to use both of themthen the second will be rejected
by the supplier S. This again does not represent a major
hazard to the security of the system since such events are
bound to occasionally occur because of the automatic del etion
of tickets by suppliers.

When transmtted fromU to S, a coupon nessage has the form

(S N VW, U Nk(S)[ S N Vi, U SK] ),

(T, Ml T1]),

( Ek(s)[ SK1)
Thi s message has three distinct parts; however, just as before
all three parts are 'bound together' by the value of SK, which
s unique to this particular coupon. Therefore, the only
possibility is to replay the nessage unchanged. The end
result of such a replay will be for Sto receive two copies of
t he same coupon fromU. The second will be rejected by the
supplier S, and so this attack again does not represent a
maj or hazard to the security of the system

When transmtted fromS to U, a results nmessage has the form

(R SS N Mkl R S, NJ )

and all the data in the nessage is protected by a single MAC
Therefore, in this case the only possibility is to replay the
message unchanged. This wll nean that U gets two copies of
the results of performng the requested task. The second w |
be ignored since the two copies wiill be identified as such by
the repetition of N (the serial nunber).

3.2 Deletion of nessages

The only obvious effect of deleting any of the nmessages in
transit is to prevent the use of a ticket issued by a
supplier, S. S wll then be left with an unused ticket in its
list. This could happen anyway if a user U never cashes in a
coupon issued by the broker. The sinplest solution to the
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probl em of accunul ati ng uncl ai med resource tickets is for al
suppliers to discard unused tickets within a certain tine
I nterval of their issue, as described in 2.2 above.

3.3 Use of cryptanal ysed session keys

It will be apparent that the protocol described above bears
many simlarities to the protocol described in Needham and
Schroeder, [10]. Unfortunately, this latter protocol is

vul nerable to a certain special kind of replay attack if the
confidentiality of a session key is ever conprom sed; see, for
exanple, [5].

The main difference between the protocol described here and
t he Needhani Schroeder protocol is the use of serial nunbers,
whi ch prevent re-use of coupons. This is a great advantage
since it also prevents the kind of attack possible on the
Needham Schr oeder protocol. W now describe the potenti al
attack in a little nore detail

Suppose that an interceptor, C say, of a coupon has, by sone
means, been able to discover the session key, SK, used to
aut henticate the coupon. |If the interceptor wi shes to use
this information to steal resources fromthe supplier of the
correspondi ng ticket, then a nmessage of the form

(S N VW, U Nk(S)[ S N Vi, U SK] ),
(T, Ml T ] ),
( Ek(gl SK1)
must be constructed and sent to S, where T' is the task that C
w shes S to perform

The first and third parts of such a nmessage can never be
conputed by C, since constructing themrequires know edge of
the key K(S) which we nust assune remains secure; of course,
If this key was conprom sed then the entire system woul d be
rendered i nsecure. Hence the only option for Cis to copy
these two parts from an observed nessage and forge the mddle

Page 13



RESOURCE SHARI NG SECURI TY

part (containing T'). This would work (with C inpersonating
U but it would only work once, since Swll delete the ticket
with serial nunber N fromits list the first tinme such a
nmessage i s received.

In summary, conprom se of the session key SK belonging to a
ticket wll only conprom se the security of the resources
all ocated to that ticket, and will not allow any ot her
resources to be stolen. This is as nuch as one coul d expect
froma systemof this type.

3.4 User attacks

I n our discussion above we have consi dered the case where an
unaut hori sed third party wi shes to steal resources froma
supplier. W conclude this analysis by considering the case
where a valid user wishes to try and obtain nore resources
than are allocated by the broker.

As in 3.3 above, such a user U nust send a nessage of the
followwng formto a supplier S

(S N VW, U Nk(S)[ S N Vi, U SK] ),

(T, Ml T T),

( Ek(s)l SK1)
However, user Uis in no better a position than the third
party C described in 3.3 above to forge the first or third
parts of such a nessage. It is therefore not possible for a
user to obtain resources not allocated to it (unless the
cryptographic functions used are insecure or secret keys are
conpr om sed).
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4. PGCSSI BLE EXTENSI ONS

There are many ways in which the above protocol could be
extended to provide additional facilities. W consider three
such extensions here.

4.1 Multiple results nessages

The protocol described above allows for the resource supplier,
S, to return a single results nessage to the user, U In sone
circunstances (particularly if the task being undertaken by S
Is a long one) it would be desirable to allow S to return

I nternmedi ate resul ts nessages.

Currently the defined protocol wll only allow the

transm ssion of one such results nessage - all subsequent
nmessages Will be rejected as replays. To nodify the protocol
to allownmultiple results nessage requires S and U to store
and use an additional serial nunber, PN say. The formof the
results message will then be

(R S N PNp MskWf R SS N PyT )

In the first results nmessage Py is set to 1, and is then

I ncrenmented for each subsequent results nessage. Uwll only

accept these nessages if the new value of PN is strictly

| arger than the previously received value for this particul ar

value of N. The use of this serial nunber will prevent replay
attacks.

4.2 Splitting tickets

When the broker receives a ticket froma supplier S, the val ue
in the ticket may be |arge conpared with the values of coupon
t he broker is being requested to issue. In such circunstances
It would be desirable if the broker could divide the ticket
into two or nore parts and issue coupons whose values sumto
the value of the ticket. One way in which this m ght be
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achi eved securely is as follows.

When the broker issues a coupon, (representing part of the
value of the ticket issued by supplier S with serial nunber N
and value V;), an additional serial nunber Cy is included.

The nunber Cyis initially set to 1, and subsequently

i ncrenented every tinme a new coupon is issued representing
part of the sane ticket. The issued coupon will then have the
form

( SNCN Ve, U MK(S)[S N Gy Ve, U SKT, Mgy [SO N, G, Ve, U SKT )

where Vc represents the value of the coupon and is not nore
than the value given to the issued ticket (Vt). The broker
must ensure that the sum of the coupon val ues Vi issued
agai nst a ticket never exceed the value of the ticket (i.e.
Vi) .

When U receives a coupon and uses it to issue a request, U not
only stores information about the task T and the values S and
N, but also stores the value Cy. This value is used to help
mat ch received results nessages agai nst stored requests. Wen
Urequests Sto performa task, the communication is just as
described in 2.4 above, except that the coupon shipped fromU
to S now contains the val ue V.

The ticket supplier, S, is also required to store additional
state information, nanely: the initial value of the ticket

Vt, the value so far consuned (i.e. the sumof the values V.
of the coupons so far received bearing the serial nunber of
the ticket), and the values for the serial nunbers Cy so far
recei ved. Wen a coupon is received two additional checks are
performed: the coupon nunber Cy is checked agai nst the stored
values for this N to detect replays, and the value on the
coupon, Vg, is added to the value so far consuned, and a check
Is made to see that the total value does not exceed the val ue
originally assigned to this serial nunber N.

Finally note that the only other change to transmtted
messages is in the formof the results nessage, which al so
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I ncl udes the new serial nunber Cy, and has the form

(R S N Gy Ml R S N Gyl )

4.3 Limting the life of tickets

The automatic expiry of tickets was discussed in 2.2 above.
However, as nentioned in 2.2, in sone circunstances different
suppliers may wish to assign different (shorter) life-tines to
their tickets. For exanple a supplier nmay have resources
available for a strictly limted period of tine, and may w sh
to specify that, after the expiry of this tinme period, the

ti cket should not be issued.

O course, one sinple strategy would be for suppliers to
delete the tickets thensel ves once the resources have ceased
to be avail able, regardless of the fact that the broker m ght
still issue a correspondi ng coupon to a user. All that would
happen is that the user's request for resources would be
denied. However, a nore efficient solution mght be to
include a life-time interval inside each ticket. The general
formof a ticket would then be:

(S N VW, T)

where T indicates the length of time that the ticket should be
kept by the broker. If the ticket remains unused after tinme T
has el apsed, it is automatically deleted by the broker.
Suppliers would normal ly keep tickets for a slightly | onger
time interval (as previously discussed).

One advantage of this schenme is that it does not require
synchroni sed clocks in order to operate correctly. Al it
requires is that the broker's and supplier's clocks run at
roughly the sane rate (a very reasonable requirenent).
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