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ABSTRACT

Initialisng and managing seaurity parameters for
personal mobile devices within a Personal Area
Network (PAN) presents a variety of security problems.
In this paper we cnsider one possble paradigm for
mobil e device security management, namely the use of
a ‘personal CA’ to provide certificates within a PAN.
The seaurity requirements for such a personal CA are
analysed, and a novel protocol for seaure public key
registration and certification is described and discussed.
The ongoing management issues for a personal CA are
also considered.

I.INTRODUCTION

The next generation of mobile @mmunicdions is
expeded to be different from current systems. We
foresee tanges both for the type of accesses to the
networks and the terminals used to accessthe networks.
We eped future multi-function mobile terminals to
consist of several different configurable cmponents,
which may be worn about the body and are mnneded
through locd wireless communication. The IST
SHAMAN (Security for Heterogeneous Access in
Mobile Applicaions and Networks) projed (see
http://wwv. i st -shanman. orQ) addresses
seaurity problems for distributed dynamically
configurable terminals. A distributed terminal consists
of severa components in physicd proximity to each
other and the user or users. They are interconneded
with local communication links such as short-range
wireless conrections, e.g. Bluetooth. This type of
personal locd network is often cdled a Personal Area
Network (PAN). A PAN is a wlledion of fixed,
portable, or moving comporents close to one person
(typicdly within 10 meters). In order for the user to be
confident in using a PAN, the oommunication between
the PAN components must be seared. Seaure
communicaion can be adieved by proper seaurity
protocols and suitable seaurity associations between the
PAN components. Seaurity associations can be aeaed
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in severa different ways. In this paper we introduce a
new concept that provides the means for user friendly
and fast set up of seaurity associations between PAN
components. We cdl our concept: “The personal CA”.

In a ‘conventional’ Public Key Infrastructure (PKI)
model, a Certificaion Authority (CA) issues a public
key cetificae. The CA isresponsible for cheding that
the public key in an isued cetificae crresponds to a
private key that the holder (with the ID given in the
cetificae) of the cetificate posesss. This is
necessary in order to maintain the security of aglobal or
very large PKI1. The drawbacks of a entral CA include:
e it must issue dl cetificaes used by the
communicdion units, and al units must share
trusted public root keys, this can be a tedious
process that the user of a communicaion unit
would like to avoid;

e itisvery costly to maintain awell-controlled highly
seaure ceatificaion process that can handle
thousands of users;

e a user that wants to manage his’her own locd
environment, such as a PAN, will gain few benefits
within the PAN from employing a entralised CA;

e the user might not want, for privacy reasons, to
delegate the CA operation to a centralised entity
outside his personal environment.

Nevertheless a PKI would be a onvenient solution for
creding security asociations in a PAN. We see&k a
solution that is adapted to the locd PAN environment
and that minimises the necessry user interadion.
Furthermore, we would like to maintain a reasonable
seaurity level. Our personal CA concept providesthis.

II.REQUIREMENTSFOR A PERSONAL CA

A personal CA is different from large scale or global
CA functions. The personal CA is used by an ordinary
user for home or small office deployment. Aswith any
other PKI, we would like dl unitsin a ommunicdion
network to share common roat public keys and use
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certificates issued by atrusted CA corresponding to the
public roct key. In order to use PKI technology in such
an environment we need to reconsider the CA pdlicies.
One of the personal components must ad as a “ personal
CA”. Such a component is able to issue cetificates to
al other persona components. Hence, since dl the
personal components can be equipped with certificates
issued by the same CA, i.e., the personal CA, they will
all share a @mmon root public key. Consequently, the
public keys in the catificates can be used to exchange
sesgon keys or authenticate personal components in a
PAN.

Below we discuss the functional requirements for the
personal CA and the security requirements on a PKI for
aPAN.

A. The Personal CA component

We assume that one of the PAN components is defined
as the persona CA. Preferably the component should
have adisplay and a keypad. Examples of possble
personal CA components are mohile phones, PDAs or
PCs. A persond CA component might be pre-
configured (at the manufadurer) with a private/public
key pair or might be able to generate such a key pair.
The personal CA is used to initialise other PAN
components. Here we dightly extend the “resurreding
duckling” model of Stajano and Anderson, [4].

At manufacture a component does not have an owner or
users. Instead, the component is made first party by an
initialisation or (as in [4]) at an imprinting phase (see
sedion Ill) . At the imprinting phase the necessary keys
and certificaes are securely transferred to the
component that can be used to identify the component
to all other first party components of the same owner.

The personal CA key pair should be seaurely generated
within the device, or securely generated and transferred
to the device @ manufadure, and (in both cases) the
private key seaurely stored when on the device PAN
components should be ale to verify certificates issued
by the personal CA, and check cetificate validity and
revocaion status when appropriate.

Additional and optional functional requirements on the

personal CA are;

e the security-criticd personal CA functionality
(including key generation and storage functions)
should preferably be removable, personal and
transferable;

e the security-criticd personal CA functionality can
be direaly verified and readily enabled/disabled
from a single gateway and/or master user.

B. Security requirements

It is the owner that is responsible for the primary
imprinting of his’her devices. At the initiali sation phase
it should be posshle for the user of the personal CA
component to confirm the initialisation of the new

component. This can be done, for example, by a speaa
key on the keypad of the initialisation component or by
entering a check value into the device (seesedion lll) .

The genera seaurity requirements applying to methods

used in the persona PKI are:

e« no third paty passive interceptor  of
communicaions can learn any seaet information;

* no third party adive interceptor of communications
can manipulate the exchanges between mobile
device ad personad CA so that a public key
cetificae is creaed for the incorred device or that
contains incorred data (e.g. a public key other than
that creded by the mobile device);

e the interadion letween a mobile device and
personal CA neaessary to transfer the personal CA
root cetificate to the mobile device, shall use at
least a‘wed’ shared seaet, e.g. a shared password
or PIN, and the method used should be cgable of
resisting ‘brute force attacks on the shared searet.

1. IMPRINTING A MOBILE DEVICE
A. A protocol for device initialisation

The seaurity requirements for the device initialisation
process have been listed above. In this ction, a
protocol for the device initialisation is ketched — see
also [1]. Before giving this protocol we observe that, in
order to operate succesgully, the mohile device and CA
must med certain minimum requirements.

e The personal CA must be equipped with a display
and asimple input devicefor giving it commands.

e The mobile device must posess a moderately
sophisticated user interface— that isit must possess
both the means for a user to input a sequence of
digits (e.g. anumeric keypad or at least two buttons
to insert a sequence of zeros and ones), and a
simple output device eg. an audio output, to
indicae success or failure of the initiaisation
process

The protocol can be modified for devices with just a
display. How the initialisation process might be
performed for mobile devices which do not possss a
numeric keypad or a display is an issue currently being
considered by the SHAMAN projed.

Finally note that we dso assume that the mobile device
and personal CA can communicae via a wireless
interface

The protocol operates as follows.

1. The Persona CA must be reliably informed of the
identifier for the mobile device This could, for
example, be adieved by the user typing the
identifier for the mobil e device into the keyboard of
the Persond CA. However, it could also be
achieved as part of the protocol itself (seebelow).

2. The Personal CA sends its public key Pca to the
mobile device and the mobile device sends its



public key Py, to the personal CA. This transfer is
assumed to take place via the wireless interface.
Along with Py, the mobile device can send any
other information it wishes to have included in the
public key certificate which the personal CA will
generate (again via the wireless interface. This
could, for example, include the identifier for the
mobil e device

3. The Personal CA now generates a random key K,
where K is siitable for use with a MAC function
shared by the Personal CA and the mobile device
Using this key K, the Persona CA computes a
MAC as a function of Pca, Py and any other data
supplied by the mobhile device. The MAC and the
key K are then output by the personal CA (e.g. viaa
display attached to the personal CA).

4. The user now types the MAC and key K into the
mobhile device, which uses the key K to recompute
the MAC value (using its dored versions of the
public keys and asociated data). If the two values
agreethen the mobil e device gives a success signal
tothe user. Otherwiseit gives afailure signal.

5. If (and only if) the mobile device emits a success
indication, the user instructs the personal CA to
generate an appropriate public key certificate. This
certificae generation must only take place after the
mohile device has given the required pdasitive
indicgtion.  This cetificae can then be sent
(unproteded) to the mobile device via the wireless
interface

6. The mobile device now performs two checks before
accepting the cetificae. Firstly the mobile device
chedks the signature using the personal CA’s public
key (Pca). Semndly the mobile device verifies that
the data fields within the cetificae (including the
public key Py, and the identifier for the mobile
device) are dl as expeded. The protocol is now
complete.

B. Implementation considerations

Apart from meeting the security objedives of the
initi alisation process a further primary objedive for the
design process is to minimise the length of the data
strings that the user has to type into the mobile device
Thisisimportant for several reasons.

*  Firstly, the user will wish the initialisation process
to be & quick and simple as possble, arguing in
favour of the minimum number of required
keystrokes. Thisis accentuated hy the fad that the
keypad on the mobile device may be rather small
and awkward to use for large strings of data
(notwithstanding the &ility of many users of
existing mobil e devices to send text messages using
small numeric-only keypads).

e  Seoondly, the initialisation process should have a
high probability of successful completion. This
will clealy not be the cae if the user is required to
enter a large number of digits, espedally using a

small keypad and/or with a small or non-existent
display to give feedbad.

e Thirdly, if typing in long data strings is necessitated
by the scheme, then it might be just as smple to
type in the respedive public keys, thus avoiding the
threds that arise from use of the wirelessinterface

In the protocol described in subsection A this
minimisation of data entry can be adieved by using a
very short key K and a very short MAC. For example,
if the key and MAC both contain 4 dedmal digits, then
the probability that an attacker can successfully
manipulate any of the information protected by the
MAC isvery small (seesubsection D below).

C. Proof of possession requirements

In some drcumstances, before generating a cetificde, it
is neessary for a CA to ensure that the requester of a
public key certificde knows the private key
corresponding to the submitted public key. To provide
this srvice the mobile device ould supply a ‘proof of
possesson’ of the private key in step 2 of the protocol
spedfied in subsedion A abowve.

The nature of this proof of posssdon will vary
depending on the ‘type’ of the mobile device's
public/private key pair. For example, if it is a signature
key pair, then the private key can be used to crede a
‘self-signed certificate’, i.e. a signature generated using
the mobile device's private key on a string containing
the mobile device public key and the mobile devices
identifier.

The nature of a proof of possesson for a private
deayption key or a private key agreement key is not so
simple. Preliminary analysis reveds that for deayption
and key agreement keys giving proof of possession may
require interadions between the personal CA and the
client device The design o a single imprinting
protocol providing both secure key exchange and proof
of possesdon for these caes is the subjea of further
reseach within SHAMAN.

D. Analysis of the protocol

The purpaose of the protocol described in subsedion Ais
to transfer the public keys and ather data needed for
production of the catificae. All datato be transferred
is assumed to be public. Therefore the security god is
to proted the integrity of the data, not the
confidentiality. The necessary integrity protedion is
performed using the MAC-based cheding procedure in
steps 3 and 4 d the protocol.

The seaurity threa against the protocol is an adive
adversary who by any possble means tries to modify
the data exchanged between the CA and the mobhile
device in step 2 If such a modificaion, insertion of
new data or deletion of data takes placeon the wireless
communicaion between the devices, then the data sent
by one party will be different from the data receved by
the other party.



The aversary is successful, if the integrity protedion
method fails to deted modification of data. In what
foll ows the probabilit y of failure is determined.

For the seaurity analysis of the protocol it is esentia to
observe that the communication channel used for the
cheding procedure in steps 3 and 4 is completely
independent of the wireless communicaion channel
used for other exchanges of datain the protocol.

Also, different instances of the protocol are
independent. This is due to the fact that for eadh
protocol instancethe key K is randomly generated. The
key is generated independently for each protocol
instance and for eady MAC computation. This means,
in particular, that even if the data between two protocol
instances are strongly related, the respedive MAC
values computed using different keys are independent.
To adhieve this randomisation property of the MAC the
length of the key should be larger than or equal to the
length of the MAC value.

Let m be the bit length of the MAC and k the bit length
of the key. Then the aversary is siccessful either if he
guesses the key K corredly, or if the guessfor the key is
not corred, but the MAC values for the different data
happen to be the same. Hence the probabili ty of success
is

1 100 1 _2"+2-1
—+ - _
2k Q- 2k§<2m 2m+k

For afixed total length of the bit string to be entered to
the mobile device, this probability is minimised if the
lengths of the MAC and the key K are equal, that is, if m
= k, in which case the success probability for an
adversary is approximately equal to 2",

IV.CERTIFICATE MANAGEMENT

Once a mohil e device has been imprinted and provided

with a public key certificate by the personal CA, thereis

a neal for ongoing management of key pairs and

certtificaes. There are threemain issues which need to

be resolved within the PAN:

e Certificate and key pair update, i.e. methods to be
used when a device wishes to use anew key pair or
when the cetificate for a aurrent key pair has
expired,

e Key satus management, i.e. diseminating
information regarding revoked public keys aaoss
the PAN, and

e Trust management, i.e. managing the relationship
between the mobile device and the personal CA,
including CA (root) key update and the possble
replacament of personal CA devices (espedaly in
the event of lost or stolen personal CA devices).

We now consider ead of these issues in more detail .

A. Certificate and key pair update

If the mobile device merely wishes to oltain a new
certificae for an existing public key, then because of the
scde of the personal PKI a simple solution is possble.

Given that the total number of persona devices will be
small it is likely to be possble for the personal CA to
seaurely retain a wpy of al public keys for which it
generates certificates. It could even routinely check the
cetificaesto seeif any of them have expired. Oncethe
need for a new certificate has been determined, the
personal CA device ssimply asks the user if the existing
key pair should be renewed. Once the user has agred,
a new cetificate can be generated and passed to the
device oncerned aaoss the wireless interface & the
next oppatunity.

Even if storing al public keys at the personal CA is not
feasible, in certain cases it may be possble to use a
relatively simple certificate renewa process The
mobil e device requiring a new certificae could pass the
expired certificate to the personal CA which would then
passthe relevant information to the user for a dedsion.
If the user agrees anew certificate can be generated.

If anew key pair isto be asdgned to the mobile device
then the renewal process becomes more difficult. In
some caes it may be posdble to use the old key pair to
establish a secure exchange between personal CA and
mobil e device — however, if the key pair is gill trusted
to seaure this processthen it is not clea why it would
neal to be changed. Indeed, the default for many
inexpensive mobile devices may simply be to use the
same key pair indefinitely.

However, if anew key pair is definitely required, and if
the old key pair cannot be used to seaure the interadions
between personal CA and mobile device, then a new
imprinting process will probably be necessary. Given
that this will involve relatively few user keystrokes, and
given also that this will probably be arare event, this
should not present a huge pradica problem for the user.

B. Key status management

We mnsider two dfferent ways in which certificae
status information can be disseminated to a mobile
devicer The dwoice between the two approaches
depends on the online avail ability of the personal CA.

The first approach we cdl online status dissemination.
This is designed for use in the cae where the personal
CA is available online to every mobile device éther
permanently or at least at frequent intervals. Inthe cae
where the personal CA is permanently online then an
online status query protocol could be used, eg. a
protocol aong the lines of the Online Certificate Status
Protocol (OCSP) — see for example, [2]. However,
becaise of the small scde and relatively closed nature
of the personal PKI it may be posshle to use a
simplified version of OCSP.

In the cae where the personal CA is not always online,
but is nevertheless online & frequent regular intervals,
the use of routinely distributed Certificae Revocation
Lists (CRLs) — see for example, X.509, [3] — would
appea to be gpropriate. In this approach the personal
CA generates new CRLs at regular intervals and
distributes them automaticdly to al mobile devices.



Whil st the personal CA is not online permanently, and
neither are dl mobile devices, this approach will be
appropriate in cases where the personal CA is online
sufficiently often that the chances of every mobhile
device having the latest CRL are very high.

The seond case we cdl ad ha status disemination.
This is designed for use when the personal CA is only
online intermittently or rarely. In such a cae, a mohile
device may not be online & the same time as the
personal CA very often, in which case a diredly
distributed CRL no longer seams appropriate. Thus an
aternative means for distributing CRLs is necessary.

Asin the previous case we assume that the personal CA
generates CRLs at regular intervals. We aso suppose
that the personal CA is online sufficiently often that it
can distribute the latest CRL to at least one mobile
device (if not then thereis clearly no way of distributing
timely status information). Subsequent distribution o
CRLs is then assumed to occur in an ad hoc fashion
between mobile devices. That is, whenever mobile
devices communicéate, they exchange the serial number
of the CRLs they possess. |If one device has a higher
serial number than the other then it passes the latest
CRL to the other device By this means the latest CRL
should diseminate acoss the PAN very rapidly,
without requiring adive suppart from the personal CA.

Such an approach may even be gpropriate in other
networks. Note, however, that in networks with a
central or critica node through which all traffic passes,
e.g. networks with a star topology, problems may arise
if the catificate of the aitical component is about to
revoked and the acomponent does not co-operate.

C. Trust management

We first consider the routine updating of roat keys, i.e.
when an existing personal CA wishes to update its key
pair. If the old root public key has not been revoked,
then this could be adieved by distributing a cetificate
for the new root public key signed using the old CA
private key. Whil st this approach has dangers, it may be
sufficiently seaure for use in a PAN environment. The
only aternative would appea to be to engage in a new
imprinting processwith all mobil e devices, which could
be arather onerous processfor the user.

The cae of a wmpromised or stolen personal CA is
rather more difficult. In such a cae there is a nedd to
inform al mobile devices of thisin atimely way. Of
course, once the root key has been revoked, then secure
communicaions between devices will bemme
imposdgble unless another root key (and a catificate
signed using this key) is available. There would appea
to be two main approaches to deding with thisissue.

The first approac is to use multiple personal CAs. In
this case every device will have multiple roat keys and
multiple cetificates for their public key(s). If two or
more Personal CAs are available & the time amobile
deviceis imprinted, then it should be possble to devise
a speda version of the imprinting protocol given in

sedion Ill.A to enable simultaneous registration and
certificae generation. When one CA roat public key is
to be revoked, then the mobile devices can be informed
by the remaining personal CAs, using the same
medianism as is used to diseminate revocdion
information for other mobil e devices.

The secnd approacd is to re-imprint every device with
a replacament personal CA as soon as posshle dter the
loss of the old personal CA. Such a process can be
designed to simultaneously revoke the old CA and
register with the new CA. An appropriately modified
version of the imprinting protocol described in sedion
Il .A above will neal to be used.

V.SUMMARY AND CONCLUSIONS

We have introduced the “Personal CA” concept,
designed to simplify security management within a
PAN. We have analysed the seaurity requirements for
the personal CA, and we have proposed a protocol for
device imprinting, which combines sarity with
minimal intervention by the user. Finally we have
considered ongoing security management issues.

Although the proposed imprinting protocol appeas to
meg al the identified requirements, certain issues dill
remain, and these will be the subjed of future reseach
within the IST SHAMAN projed. These issuesinclude
the design of imprinting protocols for mobile devices
without any keypad or similar user input capabili ty, and
the integration of proof of possession techniques with
imprinting protocols for the cases of deayption and key
agreement keys.
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