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Abstract
This paper presents solutions for certain advanced security features in UMTS developed in the ACTS
project ASPeCT, namely Trusted Third Party services for certification and key escrow and a new scheme
for the billing for WorldWideWeb based Value Added Services using micropayments. The solutions will
be validated in demonstrators whose architectures are described.

1. Introduction

It is generally accepted now that adequate seaurity feaures must form an integral part of a mobile
telecommunicaions g/stem. In second generation systems guch as GSM and DECT, seaurity feaures
based on cryptographic techniques have been included in a systematic way for the first time. Their
success is undeniable: second generation systems are much less sisceptible to fraud than their
predecessors. However, the increasing, and increasingly diverse, demand for seaurity by users,
operators and regulatory bodes cdls for more advanced seaurity feaures in third generation systems,
such as the Universal Mohile Telecoommunicaions System (UMTYS). It is the goal of the ACTS
projed AC095ASRCT to spedfy such advanced feaures and ropase solutions.

Some of these advanced seaurity feaures to be provided in UMTS will be made paossble by the use
of more powerful smart cad techndogy not yet available for seaond generation systems. This
techndogy - together with the use of suitably adapted seaurity mechanisms - will make the use of so-
cdled pubic-key techniques in mobile systems possble for the first time. Trusted Third Parties
(TTPs) will provide the infrastructure for the use of these techniques. The services which TTPs
provide - among others certificaion d pulic keys, suppat of key management for endto-end
seaurity services, and key escrow services - are described in more detail in sedion 2 of this paper.
TTPs aso enable the provision d nonrepudation services based on dgital signatures, opening the
posshility of seaure hilli ng services over UMTS. We mncentrate on a new scheme to hill the user for
value alded services which we exped to bemme increasingly important. Correspondng detail s are
presented in sedion 3 d this paper.

2. Trusted Third Partiesand Key Escrow

Therole of TTPsto suppat seaurity services is recmgnised in awide variety of applicaion danains,
and with awide variety of cryptographic techniques. Within the ASRCT projed we will primarily be
concerned with the use of TTPs in providing mobil e telecommunicaions srvices using puldic key
cryptography (at least for key management). More spedficdly we will be mncerned with the
provision d seaure billi ng services and end-to-end seaurity services.

To suppat seaure hilli ng servicesthe TTP will ad as a cetificaion authority for the pulic keys of a
mobhil e user and a value-added service provider (VASP. The mobile user and the VASP will eadh
have its own TTP which may generate and dstribute public keys for them.



To provide end-to-end encryption the TTP will ad as a secret key distribution centre with a key
escrow fadlity to satisfy lawful interception requirements. From associated TTPs, clients can oltain
appropriate seaet keys and interception agencies will be &le to oldain escrowed keys when
presenting awarrant.

2.1 Public key infrastructure

One well established role for TTPs in suppating puldic key cryptographic tedhniques is in the
generation d pulic key certificates. Within ASReCT we will be implementing this TTP function,
and in demonstrating this functionality we hope to ded with some of the mmplex isales surroundng
the verificaion d user identities, and the vaidation d user keys. The pulic key cetificaes
generated using this TTP will be of fundamental importance in suppating the billing seaurity
functions.

ASRCT TTPs will be resporsible for the following tasks to suppat certificaion o pubic keys:
generation d certificates, maintenance of Directory Information Bases (DIBs), which are used to
store cetificates, management of Directory Information Trees (DITs), which are used to iswue a
particular certificate to a particular entity via a suitable certification path, revocation d invalid
certificates, and generation and maintenance of Certificate Revocation Lists (CRLS). We ae aurrently
concerned with the generation d certificaes, including client certificates, TTP certificaies and cross
cetificatesin thefirst TTP demonstration o ASReCT.

A nonstandard, compad certificate format was chasen as both storage spaceon a smart card and
bandwidth onthe ar interface ae strictly limited. Eadh cetificate for a puldic key consists of two
parts: a cetificate type identifier and a signed certificae information sequence. We have two types of
catificaes in ASReCT, depending on the signature mechanisms used. The first type makes use of
RSA-signature based on ISO/IEC 97962 [1], where the signed cetificae information sequence
includes a signed recverabl e string and a nonreverable part. The secondtype makes use of AMV -
signature based on ISO/IEC 148883 [2], where the signed cetificate information sequence is the
ceatificae information sequenceitself together with an appendix - the signature of the sequence.

The cetificae information sequence includes a basic cetificae information and a set of extended
attributes providing other optional information about both the subjea and the iswuer. Table 1 shows a
ceatificae information sequenceformat for ASReCT.

Table 1. A certificate information sequence format

Field Contents Description

1 Map field This field gives the map which fields and options will be presented in the certificate.

2 Version The version number of the certificate.

3 Serial Number Unique number of the certificate, assigned by the issuer.

4 Public key Optional. Unique identifier of the public key to be used to verify the signature on this certificate.
identifier

5 Issuer identifier Two options for the issuer identifier: hashed or plain.

6 Validity Including certificate valid period and optional private key usage period.

7 Subject identifier Two options for the subject identifier: hashed or plain.

8 Subject key usage  Optional. The usage of the subject key being certified.

9 Cross certificate Optional. Two situations: either forward or backward cross certificate.
attributes

10 Certificate path Optional. The number of related certificates and a list of subject identifiers included in the
attributes certificate path.

11 Subject public key  An algorithm identifier plus a public key value for the subject. Three examples of algorithms are

information

foreseen: RSA, elliptic curve and Diffie-Hellman over GF(p).




2.2 End to end confidentiality

Anather important role for TTPs in future mobile networks will be in suppating the particularly
sensitive isaue of end-to-end confidentiality. For a variety of reasons it may be necessary for copies
of keys used to provide such a service to be held ‘in escrow’, so that they can be provided to
authorised entities wishing to read encrypted messages at some future time. The use of TTPs to
suppat such a serviceis widely seen as the way forward.

Thus, in parallel with the use of the TTPsto provide pubic key certificaes, we will be implementing
the key escrow functiondlity within the ASReCT TTP infrastructure. This will, amongst other things,
require the design and spedficaion d an escrow interface as well as the spedfication and design of
apubic key based key management system to suppat key escrow.

The following protocol, as one example of a key escrow medchanism, will be used in theinitial TTP
demonstration. It is based onthe IMW propasal described in [3]. In this protocol every client has an
asxociated TTP. If two clients, communicaing with eadh aher seaurely by using end-to-end
encryption, are locaed in dfferent domains, then the relevant pair of TTPs (one in eady damain)
collaboratively perform the dua role of providing the users with key management services and
providing the two interception agencies with warranted access to the users communicdions. A
sesson key for end-to-end encryption is established based onthe Diffie-Hellman algorithm for key
exchange [4]. An asymmetric key agreament pair for one dient (the recever) is sparately computed
by both TTPs using a mmbination o a seaet key shared between them and the recever’s name, and
ancther asymmetric key agreement pair for the other user (the sender) is generated ogtionally either
by himself or by his own TTP. The recéver computes the sesson key by combining his private key
(transferred seaurely from his TTP) with the sender’s puldic key (sent with the encrypted message).
The sender computes the same sesson key by combining his private key with the recaver’s pulic
key (obtained from the sender’s own TTP). Interception agencies in ead damain can retrieve the
sesson key from the TTP in the same domain.

2.3 Architecture of the TTP server

ASRCT TTPs are designed and spedfied for implementationin PCs. These will be used in trials and
demonstrations of seaure billi ng services and end-to-end encryption servicesin UMTS.

The achitedure of the TTP server has four layers, namely external communication layer, TTP
security control layer, TTP function and operation layer and cryptographic function layer. Between
the first and secondlayers, there is a TTP access interface; between the second and third layers, there
isa TTP security service interface; and ketween the third and fourth layers, there is a Cryptographic
interface.

3. SecureBilling

3.1 Charging for value added services

A UMTS user will be offered a much larger variety of services than in today’s networks. But there
will still be adistinction between basic tele- and beaer- services, such as traditional telephory, video
telephory or high speal data services, and services offering added value to the user, such as the
provision d a particular pieceof information the user needs. Our work on seaure billing in UMTS
concentrates on a new scheme to hill the user for such value added services (VAS).

It is expeded that the number and variety of VASs will grealy increase while airrent networks are
evolving towards UMTS. One reason for this is that users will i ncreasingly possess terminals with
much larger processng and dsplay capabiliti es than today’'s mainly speed arientated terminals.
Personal mobile communicators will i ntegrate the functions of a mohile phore and d a laptop a
palmtop PC. These devices may be used to accessinformation d a much more complex nature than
that avail able to users of VASs in mobil e systems today: Instead of being restricted to the dharader
oriented display of his handy, the user will be @leto dsplay e.g. hypertext-documents with included
graphics, so, instead of numbers giving the prices of stock he may view charts of stock indices,



instead of textual information onthe neaest hotels he may view a stred map of his surroundngs
indicaing the locdion d the hotels, or he may view a wverage map of the mobil e operator in whose
domain heisroaming.

The dharging for today’s VASs consists of a basic charge for the basic service and a premium for the
added value. Both are based onthe duration d the cdl. In the future, due to the greder variety of
services offered more flexible charging schemes for the premium would be desirable. Flexibility
relates to the parameters which determine the carge (in addition to the duration d the cdl, the
charge may depend e.g. onthe amount of data transferred, dfferent tariffs may apply for different
information items), to the variety of different possble tariffs and to the eae with which a cetain
tariff can be dhanged.

Also, the value of a particular pieceof information retrieved by a user from a VAS provider a one
time may be quite small so that the charging scheme would na warrant a large financial overhead to
process the diarge. In addition, the scheme has to have a performance ®mpatible with the
requirements of a mobil e system. In short, the charging scheme must be dso efficient.

It is expeded that the evolution d current mobile systems towards UMTS will also see the
emergence of many new network operators, UMTS service providers and VAS providers which may
have serious implications for the trust relations among them. The charging scheme must be secure
against cheaing, and the parties involved shoud have the asaurance that justified claims relating to
charges can be proved and that unjustified claims canna be succesdully made. This is cdled
incontestable charging.

ASReCT will demonstrate aproposed charging scheme for VASs in UMTS which satisfies the éove
requirements. The darging scheme is a aedit-based payment scheme using micropayments
acording to Pedersen [5]. A similar scheme was recently publlished by Rivest and Shamir [6]. In the
demonstrator, the user - ading asa Web client - will be aleto retrieve WorldWideWeb pages from a
VAS provider - ading as a Web server - over amobil e link.

We asume in o model that the user has a subscription with a UMTS service provider. Then, the
only online communication required in the charging procedure is that between the user and the VAS
provider whil e the serviceis being provided. The VAS provider will forward the information proving
his claims on the user to the user’'s UMTS service provider off-line whoin turn will bill the user, also
off-line. The UMTS service provider will also take cae of the payments to the network operators
involved in providing the needed conredivity.

A crucia element in our model isthe User Identity Modue which isa smart card held by the user and
isued by his UMTS service provider. This smart card will be multi-functional, and will contain the
seaurity procedures to access basic UMTS services as well as advanced payment feaures. A
particular feaure of our solutionis that the authentication protocol used for basic service accesmay
bere-used in ou charging scheme for VASs.

In sedion 3.2 lelow, the protocols of our propcsed charging scheme ae presented. In sedion 3.3,the
architedure of our demonstrator is described.

3.2 Security protocols

The dharging consists of two phases: In the initialization phase (seeFigure 1) , the user (denoted by
U in the protocol description) andthe VAS provider (denated by V) authenticate eat ather and agree
onasessonkey, and the user commits himself to a starting value for the micropayment scheme and a
cetain tariff by performing a digital signature on correspondng data. The authenticaion protocol is
identicd with ore submitted to ETSI SMG for UMTS user-to-network authenticaion [7]. The
starting value is the n-th iterate of a one-way function applied to a randam value chasen by the user,
as described below. In the data transfer phase, the user pays by releasing the pre-images of the
starting value, so-cdled “ticks* which represent unit charges. The value of one unit charge is agreed
uponin theinitialization phase. The “ticks" serve a proof to the VAS provider that the user incurred
cetain charges becaise only the user could have generated them. They are presented by the VAS



provider to the user's UMTS service provider to clea the charges. The particular efficiency of the
scheme stems from the fad that the user may commit himself to a large number of payments of unit
charges with orly one signature. Images of one-way functions are much less expensive to compute
and to transmit than signatures.

The two protocols correspondng to the two pheses are presented in the following. For the sake of
brevity, we omit a third protocol, the so-cdled “re-initialization grotocol” which is used when the
user runsout of “ticks* whilethe cal is gill i n progress

For the description d the protocols, a few bits of mathematica notation are needed. The protocols
run in the framework of afinite group G with generator g, e. g. the multiplicative group d a finite
field or asubgroup d an €lli ptic aurve, in which the Discrete Logarithm Problem is hard. Both U and
V can efficiently perform operations and randamly seled elements in G. There is a function f which
maps G onto a set of bit strings, a length-preserving one-way functionF: {0,1}" - {0,1}", a one-way
function h2, and hash functions hl and h3, which are considered common knowledge in the system.
U andV possessa symmetric encryption function, where {M}« denotes the encryption d message M
with key K. V has saet and pubic key agreement keys v and g’ respedively. U posssses an
asymmetric signature scheme with seaet key KU *, with puldic key KU*, and with the seaet signature
transformation Sigy. Authentic copies of g’ and  KU™ are available to U and V respedively or may
be sent by V to U (U to V respedively), acompanied by a ceatificate issued by a Trusted Third Party
(seesedion 2above). Theidentity of V isasaumed to be known to U at the start of the protocols.

The authentication and initialization of charge ticks protocol (see Figure 1) works as follows. U
generates arandam number u and then computes atemporary key agreement key g which he sends to
V. On recept of the first message, V does nat know with whom he is communicaing. V generates a
randam number r, computes (g“)” and a sort of Diffie-Hellman sesson-key with additional freshness
asarance for both sides K := h1(f((g")")||r) =h1(f((g")")||r). He nfirms possesson d the derived
key K by sending a hash value h2(K, r). V aso sends to U some dharge data ch_data, e.g., the tariff
on which the dharging is to be based, and a time stamp tV. U has to ched if the time-stamp and the
tariff information receved is accetable to him. In the third message, U commits himself to the
charge data, the time-stamp and a starting value for the tick payment scheme by including this datain
the signature in the third message. Let T be asystem-wide fixed parameter, spedfying the number of
ticks that can be paid by U with a single signature. U generates a randam seal o, and computes a; =
F(ai1) fori=1,...T,i.e. a;=F '(ao). He includes ot in the third message a sown in Figure 1. o need
nat be kept confidential. U confirms knowledge of K by signing a hash value which must be diff erent
from h2(K, r). In the third message U also encrypts his identity 1dU to ensure anorymity. We asume
the use of an El Gamal type signature system. In the general case, the signature in the third message
hasto be encrypted as well to ensure anornymity.

The main fedure of the charge ticks protocal is that within a short time alarge number of small
charges (ticks) must be cnfirmed by U. On ore hand, bdh U and V do nd want to cary out a
complete charging procedure for ead of the ticks, due to the waste of computation resources and the
short time between ticks. On the other hand,V does not want to compute the @rrespondng bill
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Figure1l Authentication and initialization of charge ticks protocol

covering the amulative anount after the completion d the cdl sesson, kecause U could
mali ciously interrupt the protocol previousto providing V with asignature onthe awmulative anourt.
The solution for the carge ticks protocol is as follows. Assume that the darge ticks protocol is



ongoing, and that U has been asked by V to pay for tick t. U confirms for tick t by releasing the pre-
image F ™ '(ag). Note that several ticks maybe released at once. When the cadl sesson tes ended, o
the maximum number T of ticks per signature has been readed, V stores the last recéved pre-image
o and the number of ticks tck_cnt consumed by U during the aurrent run o the dharge ticks protocol.
V composes and stores the transcript of the darge ticks transadion, representing the cheque to be
claimed.

3.3 Architecture of the demonstrator

The demonstrator will be built in two stages. The first version will be based onPCs representing the
user and the VAS provider. The user's snart card will be dtaded via a cad reader to the PC.
Conredivity will be provided initially by wired links and by GSM data wnredions. The second
version d the demonstrator will betrialled in a UMTS testbed provided by ACTS projeda EXODUS
andwill feaure on-line Trusted Third Parties.

Regarding the protocol architecture, it is particularly worth emphasizing that our concept permits the
use of existing applications (WorldWideWeb client and server) as well as of existing communicaion
stacks (TCP/IP). Most applications useful in our context are based on a standardized interface
namely sockets, or, in a Windows environment, more spedficdly Windows sockets. There ae three
protocol layers (cf. Figure 2 below): An application layer, a ommunication layer and a seaurity layer
in between, redizing the seaurity functionality as described in sedion 3.2. The seaurity layer
provides Windows ockets to the gplicdion layer. There is no read to modify the gplicaion and
there is no real for an extended seaurity interface The seaurity layer uses Windows Sockets to
access the communicaion stack. In this way, the seaurity layer is independent from particular
applicdions andistransparent for the gplicaion. Thisis sen asamagor advantage of our approach.

Application

winsocks API
security layer

winsocks API
TCP/IP

Figure 2 - protocol stack
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